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Face Deepfakes

We help you detect different types of face deepfakes, just add the deepfake
detector module to any PXL IDV processes or signature solutions.

Why PXL Deepfake Detector

& Purpose-built — optimized for KYC selfie & Proven — tested against 60+ deepfake

capture, not generic social media analysis generation tools and methods
 Real-time verdict — single image or video, (/ Always up to date — model continuously
zero added steps for the user retrained against new threats
& 99.5%+* genuine pass rate on PXL bench- (7 Science-backed — developed with Idiap
mark — no friction for real users Research Institute since years
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Liveness Check &

‘ ‘ ‘ Face Deepfake
Detection
> )
“deepfakeFaceCheck":

{ “result"; "pass",
“processid®: "3078701536"

Face Deepfake
Detection in the
Background
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www.pxl-vision.com | info@pxI-vision.com
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Business Impact

Fraud Prevention: Block
Al-generated identity theft at
onboarding

= Compliance: Supports elDAS 2.0,

ISO/IEC 30107, CEN/TS 18099,
FINMA deepfake requirements

Efficiency: Automated
detection, reduced or no
manual review

Seamless deepfake

d etectio n Wit h i n pX L Injection & Screen Attack Detection
i - A
multi-layer security
a rC h ite CtU re @ Background Face Deepfake Detection
A
« REST API for custom workflows @Y Passive Liveness Detection

v Works alongside Presentation Attack
Detection, Injection Attack Detection & Screen
Detection & Device Fingerprinting NFC Chip Verification

« Results returned alongside liveness,
document & face-match — no workflow o
cha nges needed Q Document Verification

+ Fraud prevention extendable through
NFC identification & Fraud database Anomaly & Device Intelligence

Developed with Idiap

Find out more about detecting Research Institute
deepfakes and our multi-layered "
fraud prevention approach. .’D ICJIBID

www.pxl-vision.com | info@pxI-vision.com
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